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Closed-Loop Enterprise 
System Maintenance (ESM)

“A Practical Look”



Closed-Loop Enterprise System Maintenance (ESM) 
 

A. Assumptions 
1. Can scale from a single site to Enterprise-level deployment(s) 
2. All processes automated with appropriate human interventions 
3. Components can be from a single vendor or multiple vendors, but all must be integrated using a common infrastructure 

 
B. Components 

1. Asset Management 
a. Must support all of our OSs/HW/SW 
b. Must be agent-based 
c. Agents must be nimble, efficient and highly configurable scanning options 
d. Must perform equally well in both a centralized and decentralized environment 
e. Required synchronizations must be seamless and failsafe 
f. Must contain extensive reporting capabilities 
g. Must be integrated with VA Scanning Tools (Nessus, nCircle, etc.) 

 
2. Integrated Alert/Threat Management System 

a. Accurate, detailed, technology-specific notifications provided on a timely basis 
b. Sourced from worldwide sensor data 
c. Accurate, appropriate threat mitigation strategies and prioritizations 
d. Must be integrated into Patch Management/Triage/Scheduling System 

 
3. Patch Management/Triage/Scheduling System 

a. Integrated to drive workload based on Risk Assessment rules and protocols 
 

4. Software Distribution 
a. Integrated to existing change management process 
b. Controlled rollout (Test/Production) 
c. Rollback capability 
d. Comprehensive Scheduling 
e. Compliance enforcement 
f. Dependencies verification 
g. Feedback to central or distributed repositories. 

 
 
  

 



Vulnerability Management 

Vulnerability 
Management
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Vulnerability Assessment/Scanning, 
Configuration Management, and 
Patch Distribution / Management 
markets expected to be absorbed 
into an overarching Vulnerability 
Management market space.

By 2007, the patch management 
feature set is expected to be 
absorbed and disappear into other 
markets such as the desktop and 
server management, vulnerability 
management and security 
management suites.*

*  Source:  Gartner “Market Analysis: 
Patch Management is a Fast Growing Market”, May 2003. 



1. Creating an automated organizational hardware and software 
inventory, augmented with periodic vulnerability scans

2. Identifying newly discovered vulnerabilities and security patches
3. Prioritizing patch application
4. Creating an organization-specific patch database
5. Testing patches for functionality and security (to the degree that 

resources allow)
6. Distributing patch and vulnerability information to local 

administrators
7. Verifying patch installation through network and host vulnerability 

scanning
8. Training system administrators in the use of vulnerability databases
9. Deploying patches automatically (when applicable)
10. Configure automatic update of applications (when applicable)

Security Patch - Best Practices



4 Pillars to Vulnerability 
Management

l Know what you have

¡ Know your network assets and what software is loaded

l Know the exposures

¡ Know what threats affect each individual asset and know how 
risky each threat is

l Know what action to take

¡ Have the information and the method to quickly and easily fix 
systems

l Be able to measure status and progress

¡ Have a method of measuring work and summarizing risks in 
reports



Vulnerability Management 
Process

Automated Solution Requires a Single Vendor or Fully Integrated Point Solutions
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Vulnerability Management
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Vulnerability Management 
Obstacles

l Inaccurate inventory of system configurations and 
software patches

l Complexity of integrating/managing existing tools

l Inefficient/unreliable research capabilities/methods
l Lack of resources and cycles

l Inability to quantify metrics 

l Costly resources and tools




